
Student Data Privacy and Security  

New York State Education Law Section 2-d requires that all school districts provide an 
inventory of programs used in the school environment on their websites and make such a document 
publicly available. Schools must also provide a clear description of the various data elements 
collected by the programs and applications including student, teacher, and administrator Personally 
Identifiable Information (PII). In addition to the required information, more resources such as legal 
or regulatory documentation may be added to this public resource further outlining the reasons 
particular data elements are collected as well as the intended uses. You will find the inventory and 
a description of the programs currently in use in our schools with links to each company's privacy 
policies. This public portal will be continuously updated as new security information is received 
or as new technological applications are integrated into the school environment. 

Data Protection Officer 

The Data Protection Officer for the district is Michael M. Ferraro, Director of Support 
Services.  Questions, concerns, or complaints about data security should be directed to 
mferraro@uticaschools.org 

Inventory of Applications in Use that are Compliant with NYS 
Education Law Section 2-D 

NYS Education Law 2D (Part 121) requires school districts to take certain steps and employ certain 
methods to protect our student's and staff data, as well as the computing environment. For a 
comprehensive list of requirements and expectations, please visit: NYSED Data Privacy and 
Security Parents, eligible students (students who are at least 18 years of age or attending a post-
secondary institution at any age), principals, teachers, and employees of an educational agency 
may file a complaint about a possible breach or improper disclosure of student data and/or 
protected teacher or principal data. If you believe an unauthorized disclosure has occurred, contact 
the District Data Privacy Officer, Michael M. Ferraro, mferraro@uticaschools.org 
 
Listed below are websites and/or software vendors the Utica City School District uses in the 
classroom. Some software are curriculum specific and your child may or may not be using the 
programs below, or the programs listed may or may not contain or have access to student 
personally identifiable information (PII). Please contact your child's specific teacher for 
information about which programs/websites are being incorporated into your child's classroom.  
 
We will continue to update this document as we incorporate new software or applications into 
the classroom curriculum. 
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mailto:mferraro@uticaschools.org
http://www.nysed.gov/data-privacy-security
http://www.nysed.gov/data-privacy-security
mailto:mferraro@uticaschools.org


For information on Software Vendor Privacy Policy please use the web addresses below. 
  
Software/Application Privacy Policy Agreement 
abcmouse.com https://www.abcmouse.com/privacy   
abcya.com https://www.abcya.com/privacy/   

Autodesk Inventor https://www.autodesk.com/education/about-autodesk-
education   

Brain POP https://www.brainpop.com/about/privacy_policy/ BOCES 
BrainPop Jr.  https://www.brainpop.com/about/privacy_policy/  BOCES 
ChemLab https://www.modelscience.com/privacy.html?ref=home   
Code.org https://code.org/privacy   

College Board https://about.collegeboard.org/privacy-center?navId=gf-
pp   

Common Sense Media https://www.commonsensemedia.org/about-us/our-
mission/privacy-policy   

Creative Commons https://creativecommons.org/privacy/   

Crocodile Chemistry http://www.aertia.com/en/productos.asp?pid=330&pg=d
s   

easybib https://www.chegg.com/privacypolicy   
Eclipse https://www.eclipse.org/legal/privacy.php   
EdHelper https://www.edhelper.com/privacy_policy.htm   
EdPuzzle https://edpuzzle.com/privacycenter BOCES 

education.com https://www.education.com/privacy/child-
privacy/?cid=11.2193   

Edutyping https://www.edutyping.com/privacy-and-
terms/privacypolicy   

enVision math https://www.savvas.com/index.cfm?locator=PSZ19q   
Xtramath  https://home.xtramath.org/privacy-policy.html   
FlipGrid https://legal.flipgrid.com/   
GimKit https://www.gimkit.com/privacy    
Grammarly https://www.grammarly.com/privacy-policy   

G-Suite for Education https://edu.google.com/why-google/k-12-solutions/ 
BOCES 
- Google 
Opt-In 

Houghton, Miffilion, 
Harcourt https://www.hmhco.com/privacy-policy   

Conjuguemos https://conjuguemos.com/privacy/   
Magistrula https://www.magistrula.com/privacy   
Storyjumper  https://www.storyjumper.com/main/datasecurity   
Infinite Learning Lab http://www.professorgarfield.org/privacypolicy.html   

https://www.gimkit.com/privacy
https://www.newhartfordschools.org/cms/lib/NY01913833/Centricity/Domain/625/Google%20Opt%20In%20Agreement.pdf
https://www.newhartfordschools.org/cms/lib/NY01913833/Centricity/Domain/625/Google%20Opt%20In%20Agreement.pdf
https://www.storyjumper.com/


K-6thinkcentral.com https://www.hmhco.com/prek-12-products-privacy-
policy   

Kahoot https://kahoot.com/privacy-policy/   
khanacademy.org https://www.khanacademy.org/about/privacy-policy   

Kids A-Z https://lazcommunity.force.com/knowledgebase/s/article/
Privacy   

Learning A-Z https://lazcommunity.force.com/knowledgebase/s/article/
Privacy   

LegoWeDo https://education.lego.com/en-us/support/privacy-policy   

Libby https://company.cdn.overdrive.com/policies/privacy-
policy.htm   

Light Speed Systems https://www.lightspeedsystems.com/privacy-policy/ BOCES 
mathisfun.com https://www.mathsisfun.com/Privacy.htm   
mathplayground.com https://www.mathplayground.com/privacy   
mobymax.com https://www.mobymax.com/privacy-policy   
Naviance https://www.hobsons.com/privacy-policy/ BOCES 

NearPod https://nearpod.zendesk.com/hc/en-
us/articles/360049188592 BOCES 

Newsela https://newsela.com/about/privacy-policy/   
Noodletools https://www.noodletools.com/privacy/ BOCES 

OnShape Education https://www.onshape.com/en/privacy-center/ 
Onshape 
Privacy 
Agreement  

OSMO https://www.playosmo.com/en/privacy-policy/   
PASCO Capstone https://www.pasco.com/p/privacy-policy   
PBSKids https://pbskids.org/privacy/   

Pear Deck https://github.com/peardeck/policies/blob/master/privacy
-policy.md   

Pearson Realize 
https://www.savvasrealize.com/privacy/corporate/privac
y/ 
learning-services-privacy-policy.html 

  

Powtoons https://www.powtoon.com/privacy-policy/   
PracticeIt Java https://practiceit.cs.washington.edu/   
Quizizz https://quizizz.com/privacy   
Quizlet https://quizlet.com/privacy   

Raz-Kids, Reading A-Z https://lazcommunity.force.com/knowledgebase/s/article/
Privacy   

Readworks https://www.readworks.org/privacy   
Remind https://www.remind.com/privacy-policy   
Renaissance Learning 
(STAR) https://www.renaissance.com/privacy/   

RoboCell https://intelitek.com/privacy/   

https://www.newhartfordschools.org/cms/lib/NY01913833/Centricity/Domain/625/Onshape%20Education%20Privacy%20Addendum%20v2.pdf
https://www.newhartfordschools.org/cms/lib/NY01913833/Centricity/Domain/625/Onshape%20Education%20Privacy%20Addendum%20v2.pdf
https://www.newhartfordschools.org/cms/lib/NY01913833/Centricity/Domain/625/Onshape%20Education%20Privacy%20Addendum%20v2.pdf


Robot C https://www.robotc.net/   

Scholastic https://www.scholastic.com/privacy.htm Scholastic 
Agreement  

SchoolTool https://www.mindex.com/privacy-policy/ BOCES 
SketchUp https://www.sketchup.com/legal/privacy-notice BOCES 

Smithsonian Science https://www.si.edu/Privacy 
Carolina 
Biologic 
Agreement  

SNAP Media Services   BOCES 
SpellingCity.com https://www.spellingcity.com/privacy-policy.html   
splashmath.com https://www.splashlearn.com/privacy   
Starfall https://teach.starfall.com/lv/info/privacy   
Teach Banzai https://help.teachbanzai.com/article/57-privacy-policy   

ThinkCentral K-6 https://www.hmhco.com/prek-12-products-privacy-
policy   

Typing Club https://www.typingclub.com/privacy.html   

Zoom https://explore.zoom.us/privacy 
BOCES 
- Opt-In 
Agreement 

  
Applications that are purchased through Madison Oneida BOCES (MORIC) are covered under 
the BOCES Parents' Bill of Rights or Contracts 
 

https://www.newhartfordschools.org/cms/lib/NY01913833/Centricity/Domain/625/Scholastic%20NY%20EdLaw%202d%20letter_Final%204.28.2020.pdf
https://www.newhartfordschools.org/cms/lib/NY01913833/Centricity/Domain/625/Scholastic%20NY%20EdLaw%202d%20letter_Final%204.28.2020.pdf
https://www.newhartfordschools.org/cms/lib/NY01913833/Centricity/Domain/625/New%20Hartford_Carolina_Biological_Contract_2020.pdf
https://www.newhartfordschools.org/cms/lib/NY01913833/Centricity/Domain/625/New%20Hartford_Carolina_Biological_Contract_2020.pdf
https://www.newhartfordschools.org/cms/lib/NY01913833/Centricity/Domain/625/New%20Hartford_Carolina_Biological_Contract_2020.pdf
https://www.newhartfordschools.org/cms/lib/NY01913833/Centricity/Domain/625/Opt_In_Zoom_1.pdf
https://www.newhartfordschools.org/cms/lib/NY01913833/Centricity/Domain/625/Opt_In_Zoom_1.pdf
http://moric.org/
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